
Cyber Security Services Licensing

Breaching conditions imposed on a cyber 
security provider license.

RM100,000 2 years

A licensee failing to maintain records of cyber 
security services provided.

RM100,000 2 years

Transferring or assigning a license to another 
person without approval. 

RM200,000 3 years

Without a license and:
Provide any cyber security service; or
Advertise, or hold himself out as a provider 
of a cyber security service.

RM500,000 10 years

Complying with Authorised Officers

Fails to comply with regulations made by the Minister 
for purpose of carrying into effect the provisions of 
this Act. 

RM200,000 3 years

Any person who assaults, impedes, obstructs or 
interferes with, or refuses access to any premises 
or computerized data to, the Chief Executive or 
authorized officer in the performance of their 
duties.

RM100,000 2 years

To attempt, or tamper with sealed evidence that 
cannot be moved by authorised officers during a 
search and seizure.

RM100,000 2 years

Fails to produce:
Any documents, data, or hardware to allow officers 
to inspect, examine and make copy of any of them;
Identification document from any person in 
relation to any act or offence under the Act; or
Information to enquiries to ascertain whether the 
provisions of this Act have been complied with.

RM100,000 2 years

National Critical Information
Infrastructure (NCII) Obligations

Fails to implement measures, standards, and 
processes as specified in the code of practice.

RM500,000 10 years

Fails to:
Conduct a cyber security risk assessment;
Complete a cyber security audit;
Submit the assessment report or audit; or 
Report to the Chief Executive within 30 days. 

RM200,000 3 years

Fails to:
Take further initiatives to re-evaluate the cyber 
security risk as directed;
Patch organisation's deficiencies identified audit 
reports;
Undertake a cyber security risk assessment when 
further directed; or
Undertake a cyber security exercise when directed.

RM100,000

Fails to notify that a cyber security incident has or 
might have occurred.

RM500,000 10 years

Sector lead fails to prepare a code of practice 
containing measures, standards, and processes 
in ensuring the cyber security of an NCII.

RM100,000

Fails to comply with directives to provide measures 
necessary to respond to or recover from the cyber 
security incident and to prevent such cyber security 
incident from occurring in the future. 

RM200,000 3 years

Providing Information

Fails to:
Comply with providing any information, or 
evidence that is relevant to the performance of 
the Act;
Provide sufficient detail on the whereabouts of 
information requested if they are not in custody;
Provide misleading or false information, 
particulars, or document.

RM500,000 10 years

Penalties Under Cyber Security Bill 2024

Ensure your organisation have cyber security
capabilities to manage your obligations

Visit us at excelerate.asia to find out more!
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